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Abstract : The widespread use of cloud computing stems from the many benefits it offers for
storing data.For instance, there are cloud servers like Microsoft Azure and Google Cloud
Platform.There are still flaws in the cloud's capacity to safely keep users' information.The
data stored in the cloud has to be safe.Privacy and security of patient information are of the
utmost importance in healthcare and some private industries.Therefore, we need a secure

location to store our data on the cloud.

Here, we advise using Authorized Client-Side De-Duplication CP-ABE, which offers both
Deduplication and cloud-based security.The proposed system uses encryption to keep
sensitive information safe.In this configuration, users' data was encrypted using the CP-ABE
technique before being uploaded to the cloud.In addition, we test out a cloud-based file-
deduplication service.After deduplication, if a file already exists on the server, you won't be

able to upload it again.Deduplication is helpful for freeing up space in the cloud.

INTRODUCTION

1.CSP may get rid of data that is seldom used to save up space. Capacity as a service has arisen as a
corporate alternative to local data storage because of its inexpensive beginning costs, low
maintenance expenses, and universal access to data regardless of location or device. When it comes
to similar data, the cloud service provider (CSP) has final say on factors including pricing,
availability, ease of use, adaptability, and sharing. Due to programming or equipment failure, it
may provide the wrong impression about the extent of data degradation and bad luck. Ensure you
know who the rightful owners of data in distributed storage are.

2.Data users (DUs) do not have a local copy of the data, and traditional cryptographic methods for
ensuring data trustworthiness either demand a local copy or allow DUs to download the complete
data set. The initial

3.arrangement requires more room, while the latter increases the expense of transporting documents.
Several solutions have been proposed to this problem, one of which is to use square less
confirmation to assess reliability without downloading all data. It's appealing that these efforts
provide open verification. Open survey v. (TPA) provides DUs with the freedom to create their
own grading scheme. CSP and DU can be convinced by it. These approaches leverage proved
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information ownership (PDP) to ensure ownership of data in non-secret distributed storage by
randomly validating a small number of squares.

4.Recommendations to allow TPA to verify the accuracy of cloud data have been suggested recently.
There are benefits and drawbacks to any strategy. The result from the cloud server shouldn't be
used by TPA during inspections. There are no contingency measures in place. Due to the
information elements requirement, which is not satisfied by the procedures specified in, data
owners may insert, update, and remove data without affecting the blocks' meta-information. Then,
strategies like "couldn't meet clump checking requirement” ensure the TPA is able to handle many
DU check requests simultaneously. As a consequence, less money is spent on communicating with
CSPs and computing TPAs. Plans use slower but more secure cryptographic techniques based on
mixing. We offer a robust system for protecting the ownership of information (SEPDP).

5.SEPDP allows for information to be dynamically assigned, reviewed by groups, and owned by
different people. analyzing CSP squares from a statistical perspective. We compared the suggested
plan’s display to other prominent models.

6. The full scale check time in the proposed proposal differs from the present setup. This allows
SEPDP to properly evaluate low-controlled devices. This section of the paper continues below.
requirements for the elements have been made clear.

7.LITERATURE SURVEY

Secure and constant cost public cloud storage

auditing withdeduplication

In order for cloud storage to be effective, data integrity and storage efficiency are two key
needs. Data integrity for cloud storage is guaranteed by POR and PDP approaches. Storage
efficiency is increased by POW, which safely deletes redundant data from the storage server.
To accomplish both data integrity and storage efficiency, however, a minimal combination of
the two strategies leads to non-trivial duplication of information (i.e., authentication tags),
which is in opposition to POW's goals. Recent solutions to this issue have been shown to be

insecure and
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to incur significant computational and communication costs. In order to offer effective and safe data
integrity auditingtogether with storage deduplication for cloud storage, a new solution is required.
In this study, we present a novel strategy for the solution of this open problem, based on
homomorphic linear authenticators and polynomial-based authentication tags. Deduplication of files
and the related authentication tags is possible thanks to our architecture. Storage deduplication and
data integrity auditing are accomplished simultaneously. Constant real-time communication and
computational expense on the user's endare further characteristics of our suggested approach. Both
batch and public audits are supported. As a result, our suggested method performs better than current
POR and PDP schemes while incorporating deduplication as an additional utility. We use the
Computational Diffie-Hellman problem, the Static Diffie-Hellman problem, and the t-Strong Diffie-
Hellman problem to demonstrate the security of our suggested system. Experimental findings on
Amazon AWS and numerical analysis demonstrate how effective and scalable our system is.

Dupless: Server aided encryption for deduplicated storage AUTHORS: s.
Keelveedhi,

8.Bellare, Mario, and Ristenpart, Thomas In order to save valuable storage space, cloud storage
services like Dropbox, Mozy, and others use a process called deduplication. However, if customers
encrypt their data the traditional way, they will not save any money. Message-locked encryption, of
which convergent encryption is the most prominent example, relieves this stress.However, brute-
force attacks are conceivable and may be used to obtain files that are part of a known set. In the
DupLESS system, we describe an architecture for providing secure deduplicated storage that is
resistant to brute-force assaults. In DupLESS, clients use message-based keys obtained from a key
server using a PRF protocol they are ignorant of to encrypt data. Users may encrypt their data
using the service they already use, and the provider will take care of deduplication for them. yet
still provides sufficient privacy protections. We show that encryption for deduplicated storage may
provide similar speed and space savings as using the storage service with unencrypted data.

9.PROPOSED SYSTEM

In order to ensure data integrity anddeduplication in the cloud, we suggest two secure systems
in this paper: SecCloud and SecCloud-D.

SecCloud gives its users the ability to create metadata tags before uploading data and to verify the
validity of data stored in the cloud by fusing the management of a MapReduce cloud with an

auditing entity.
SecCloud+ supports secure deduplication, integrity auditing, and the protection of filesecrecy.

We suggest a method for conducting direct audits of the integrity of encrypted data.
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IMPLEMENTATION

Cloud Service Provider

We create the Cloud Service Provider module in this module. This organisation offers a public cloud
data storage service.
The CS offers the data outsourcing service,stores data on behalf of the users, and uses deduplication
to remove redundant data from storage and retain only unique information.
For the purposes of this research, we'll assume that CS is constantly online and hasplenty of storage
space and processing power.

Data Users Module
> A user is a company that wishes

10. RESULTS AND DISCUSSION
> to outsource data storage to the S-CSP and afterwards access the data.

> In a storage system that allowsfor deduplication, the user only uploads one-of-a-
kind data—which may belong to them or to other users—and does not upload any duplicate
datato save on upload bandwidth.
> At system setup, the authorised deduplication system grants a set of rights to each
user. Each file is secured with a convergent encryption key and privilege keys to enable
authorised deduplication with differential privileges.

Auditor

A MapReduce cloud is maintained by the auditor, which also serves as a certificate authority
and assists clients with uploading and auditing their outsourced data. This presumption makes
the auditor presumedto be connected to a set of public and private keys. It makes its public
key visibleto the other system entities. The capacity tovalidate the accuracy of data saved
remotely is the primary design objective of this effort. public verification enables verification
by anybody, not just the customers who originally stored thematerial.
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Fig 1 User login page
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Fig 2: User home page
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Fig 3: User file upload page

11. CONCLUSION

In this work, we build a brand-new LAST- HDFS system on top of the existing HDFS to address the
issue of cloud data placement control. You are able to loadfiles with LAST-HDFS.

You can store them in the cloud based on policies regardless of where they are physically. It also
makes sure that the location policy is followed, even if datareplication or load balancing affect how
the policy is followed. To make it more likely to spot illegal file transfers, a robust LP- tree and
Legal File Transfer graph werebuilt to distribute files with similar preferences for location to the
best cloud nodes. We have conducted extensive testing on a real cloud testbed and a large- scale

simulated cloud environment. The LAST-HDFS system is practical and

effective, as demonstrated by our team'sexperiments...
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